Governance & Control
for SAP BTP-

An agentic Al portal that provides you always-on visibility, security posture and
remediation guidance across your SAP BTP® landscape.



Does your SAP BTP® grow faster
than the teams managing it?

01

<> No inventory

No central map of services, apps, and
Integrations across subaccounts.

04

@ No subaccount strategy

No naming conventions, no tier

definitions: dev, test and prod all mixed
together.

A proof of concept becomes a production app.

One subaccount becomes twenty.

Nobody agreed on naming conventions, security domains

or who owns what.

0

€ Cost blind spots

Unused services and over-

provisioned entitlements are
Increasing costs.

05

@ SAP best practices ignored

What SAP recommends and what
was actually built diverged long ago.
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03

@ Security gaps

Subdomains, role configs and

destinations set up ad hoc during a
POC and never reviewed.

06

22 Unclear ownership

When something breaks in

production, nobody can answer: who
IS responsible?



Always-on visibility into your
SAP BTP® platform with our
agentic Al portal.

Take back control of your
SAP BTP® platform!

Runs inside your BTP® environment

Built with native BTP® technology

Quick Implementation
(hours, not weeks)

Subscription model
(implementation & support included)

Operations
o® pashboard
@ FinOps
P Security
] Report
A Findings

(S Ask Linko

Administration

E] % Linko Governance & Control for SAP BTP@ Global account | Global Account L

W Run 2026-08-19 07:35 - score 90 - a251eade

Linko Governance & Control for SAP BTP®

Health score Active findings
target 100 0 critical - 3 high

& 90 All

-10 vs target

Domains

> 4 Governance
> 4 Usage & costs (FinOps)
> & Security

> 4 Users, roles & authorizations (IAM)

BTP Platform Ownership

Drift Next run Health score trend €3
V5 previous run schedule off
100 -
y . 80
50

W1 e Off

0 new - 1 auto-fixed not scheduled

Assign a platform owner to each SAP BTP pillar for this global account.

90/100 4 active - 4 handled

Q&6/100 1 active

B8/100 5 active - 1 handled

Q6/100 1 active - 4 handled

[ SAP BUSINESS TECHNOLOGY PLATFORM

< » App Development
Build and extend business

(3 Automation
Automate workflows and

apps with low-code and pro- tasks with low-code tools
code tools. and RPA.
Mark G Ralph M

Dev Manager Automation Expert

& Edit owner & Edit owner

Governance & Operations
Foundational, cross-cutting across every pillar

' Integration
Connect apps, data and

47, Data & Analytics
Manage, model and analyze

processes across cloud and data for planning and
on-premise. insight.
Aimee Manning Freddie Doyle
Technical Lead Data Lead

8 Edit owner 2 Edit owner

Finlay Phillips
Operations Manager

+ Al
Embed pretrained and

generative Al responsibly
into business processes.

John B.
Technical Lead

8 Edit owner

8 Edit owner



Five ways Linko takes control of your SAP BTP-

@ You
Give me a remediation plan
@ Linke @ &

Remediation Plan for Lynxmind SAP BTP Global Account

Executive priority

Focus first on security and identity risks, then cost governance, then account structure and metadata hygiene.

1. Immediate actions — 0 to 2 weeks

Priority Action Scope Related findings

High Reduce excessive administrator assignments  Lynxmind Al, Lynx-Joule-Studio 1AM-002

High Disable SAP Default Identity Provider All 3 subaccounts SEC-004

High Replace BasicAuthentication destination Lynxmind Al, destination linko-mail SEC-001

Medium  Review unauthenticated destinations Lynx-Joule-Studio, Lynx-Joule-for-Business SEC-003

Medium Remove or validate ghost users All 3 subaccounts 1AM-001

1.1 Reduce high-privilege users
Findings:

o |AM-002 on Lynxmind Al
o |AM-002 on Lynx-Joule-Studio

Current issue:
& Both subaccounts have & administrators, above the threshold of 5.

Recommended target:

FEATURED

Agentic Al guidance

Get guided through critical risks and remediation plans.
Linko tells you what to fix first and how.

Automated assessments

5-domain maturity score - an EWA report

for BTP, but alive.

trol for SAP BTP®E

Health score
target 100

£ 383

-17 vs target

Global account

Lynxmind BTP

Active findings Drift

0 critical - 5 high

A2l

Security checks

Vulnerabilities identified and how to
remediate them.

W5 previous

A -

0 auto-fixed

ID Severity Check Subaccount Evidence
SEC-001
F-9774 @ Destinations using Lynxmind Al 1 destination(s): linko-mail
BasicAuthentication
SEC-004
. Trust configuration 'sap.default’
F-4179 @ Default Identity Provider Lynxmind Al is active. € P
active
SEC-004
L ~for- Trust configuration 'sap.default’
r7578 (0D Default Identity Provider ~ pyrx-doue-for [k P
active
SEC-004
. Trust configuration 'sap.default’
F-8925 @ Default Identity Provider Lynx-Joule-Studio is active. € P
active
SEC-003
e Lynx-Joule-for- _—— . )
F-7977 m Destinations without Business 1 destination(s): n8n-mcp
authentication
SEC-003
L . . 3 destination(s): nBn-mcp,
F-1177 m Destinations without Lynx-Joule-Studio tutorial_Badge_Service,...

authentication
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Findings tracker

Every finding owned, dated

and tracked.

LUt .'I

Saverity Check Croamef Do age  State Exdiit
1AM-00T
m e Finlay Phillips 828 2d "
4
AM-002
Fregdee Doyle 2006-08-18 2d E‘ Resalvesd .

Always

SEC-001

2d Open

up-to-date inventory

Get to know what is deployed where -
always updated.

Cloud Foundry Runtime

TOTAL COST USAGE
L0355 EUR 29gb

FIRST ACTIVE LAST ACTIVE
2025-05 2026-08

ENTITLED QUOTA

Docs: SAP Help /" - Discovery Center /"

Subaccounts
Subaccount Type
Lynxmind Al PROD
BTP Al CORE | JARVIS deleted ?

Lynx-Joule-Studio NON-PROD

Region

eu2l

eu2d

PLANS
standard

STATUS
used

Plan

standard

standard

standard

Cost

759 EUR

161 EUR
115 EUR

SUBACCOUNTS
3

PROD | NON-PROD
758 EUR / 115 EUR

Limit  Active State
- 2025-12 — 2026-08 used
- 2025-05 — 2025-11 used
- 2026-06 — 2026-08 used

Sl Ask Linko about this Close



How much & where is it heading? Will we run out of budget?

Prod vs non-production cost? Where does the money go?

FT Linko Governance & Control for SAP BTP®

Operations
s® Dashboard
| @ FinOps
P Security
] Report
A Findings

(Sl Ask Linko

Administration

Global account | Global Account R

W | Run 2026-08-11 13:27 - score 77 - 375921fd

FinOps - live consumption cost, scoped to the selected global account.

R o - e

Period

&6 months

12 months

All

943 GBP

MOMNTH-TO-DATE

5,528 GBP

TOTAL SPEND (PERIOD)

Cloud credits burn-down

L
5442 GBP consumed of 21,000 GBP (26%)
15,558 GBP 926 GBP
Remaining Maonthly burn

Dec 2027 (~16.8 mo)

Fropected run-out

Production vs non-production

B Production

B Non-production

917 GBP

LAST MONTH TOTAL

917 GBP

AVG MONTHLY (FERIOD)

Monthly spend & forecast

2026-04 .Ll:l..-;u 05 EEEE- 06 2026-07 2026-08 2026-00
2026-03 0% 0% & 3% {est)

943 ~834

Spend is trending up; next month projected ~934 GBP (linear
estimate]).

i ] Cost anomalies

0 GEP - 0%
5,528 GBP - 100%

A Non-production is 100% of spend - a commaon optimization target (idle dewitest, 24/7 non-

prod].

Cost by service - expand for subaccounts

Service 2026-03

+ SAP Build Apps
+ Cloud Foundry Runtime
+ SAP Build Work Zone, advanced e...

Click a service to see the subaccounts using it, by month (ranked by spend)

2026-04 2026-05 2026-06

PROD /| NON-PROD from the latest assessment - total 5,528 GEP

Linko Governance & Control for SAP BTP®

917 GBP

HIGHEST MONTHLY (PERIQD)

917 GBP

Biggest movers (vs previous month)

S4P Build Work Zone, adv... A new

2026-07 — 2026-08 - & up = higher spend

+ Mo cost anomalies - 2026-08 spend is in line with each service's recent trend.

2026-07 2026-08

&0 a0 60 &0 a0 a0

26

@ C

LOWEST MONTHLY (PERIOD)

+26 GBP

Total

5,142
360
26



Get not only insights, but guidance on how to optimize

cost, improve security posture & prioritize remediation.
E] @‘j Linko Governance & Control for SAP BTP® Global account Global Account L hd Run 2026-08-19 07:35 - score 90 - a251eade g A Q

o
+ New Conversation ¢ Grounded in run a251eade53ec . 2026-08-19 07:35 UTC + Export v (5 Clear
@ ACTIVE 1/20 ) _
, , Ask Linko anything about your BTP landscape...
_. What Is the most urgent ris... =
@ " just now
g ® You
What is the most urgent risk?
A
| o & Linke @ 4
Most urgent risk: Default Identity Provider active across all subaccounts — SEC-004
@ The most urgent risk is that the SAP default |dentity Provider ( sap.default ) is still active in all 3 subaccounts:
) Subaccount Finding
Lynxmmind Al SEC-004
t:‘ Lynx-Joule-for-Business SEC-004

Users being created or authenticated outside corporate control
Weaker enforcement of MFA [ conditional access policies
Harder access reviews and offboarding

Potential bypass of your central 1AS [ corporate |dP setup

o o o ©

Recommended immediate action

gofirm your corporate [dP / 1AS trust is
. Dise yProvider in each subaccount.

3. Ensure all users authenticate only via the corporate IdP.

4. Review existing users after disabling it, especially ghost users flagged under IAM-001.

Next highest risks to address
After SEC-004, | would prioritize:

1. SEC-001 — BasicAuthentication destination linko-mail in Lynxmind Al
2. IAM-002 — Too many administrators in Lynxmind Al and Lynx-Joule-Studio
3. SEC-003 — Destinations without authentication in Joule subaccounts

Linko Governance & Control for SAP BTP®




No more spreadsheets all over the place to track findings and
actions, owners & statuses. All in one place, fully traceable.

= %‘s’ Linko Governance & Control for SAP BTP® Global account  Global Account L W Run 2026-08-19 07:35 - score 90 - a251eade W & (*) Run New Assessment

bl
@ TOTAL CRITICAL HIGH MEDIUM LOW
Severity A Subaccount e State hd Check type hd
]
Search findings... Q, 20 of 20 findings [CE Export CSU]
A
@ Findings are sorted by default: severity first, then check ID.
A=
ID Severity Check Subaccount Evidence Owner Due Age  State Edit
1AM-002 B
) VSN high - Lynxmind Al 6 administrators (threshold: 5). Finlay Phillips 2026-08-28 2d In progress
Too many high-privilege users
a 1AM-002 o
a F1s20 (D) o Lynx-Joule-Studio 6 administrators (threshold: 5). Freddie Doyle 2026-08-18 2d @ Resolved
Too many high-privilege users
T, SEC-001
F-9774 m Destinations using Lynxmind Al 1 destination(s): linke-mail Open
BasicAuthentication
SEC-004 Trust configuration 'sap.default’ i
F-4179 Lynxmind Al - ' p Aimee Mannin 2026-09-03 2d In progress .
m Default Identity Provider active 8 active. - i 4
SEC-004 Trust configuration 'sap.defa
F-7578 Lynx-Joule-for-Business : ' Aimee Mannin 2026-09-03 2d In progress .
m Default Identity Provider active 8 active. - A 4
SEC-004 Trust configuration 'sap.default’ is
F-8925 Lynx-Joule-Studio - ] | imee Mannin 2026-09-03 2d In progr .
m Default Identity Provider active 8 active. . B 7
FIN-002
Cloud Foundry Runtime: 736 (99% of
F-7753 m Single service dominates monthly ~ global the monthly té;'tau‘ { - - 2d  Open
consumption
GOV-002
. Subdomain ‘lynx-joule-for-business- .
F8812 (0 Subdomain exposes company Lynx-Joule-for-Business [0s4mkhs contains the token yn ... Hollie Hope 2026-08-28 2d  Open
name

% Linko Governance & Control for SAP BTP®



Get comprehensive reports to understand the findings,
their impact, and what you should do to remediate them.

— k%‘sl Linko Governance & Control for SAP BTP® Global account Global Account L W Run 2026-08-19 07:35 - score 90 - a251eade ' (3 {E} Run New Assessment .ﬂ.
Pperations v SAP BTP Assessment - [Customer] & PPTX | | &r POF

Linko - Governance & Control for SAP BTP® - prepared for [Customer] - 2026-08-19 07:35 UTC

Assessment run a25leadeb3ec

sl Dashboard

) FinOps
- } 90 / 100 A 3 high - 6 medium - 2 low ~2 +0 new - 1 resolved - 13 handled - 91—90
Security target 100 - -10  5/5 domains fully covered VS previous run
Report
I ] Rep ] P
A Findings Executive summary At a glance BTP Landscape Users & access Destinations Trust configurations +3 v
(G Ask Linko EXECUTIVE SUMMARY
Administration N A 5 high-priority actions require attention.

@ This narrative reflects the assessment when it ran (data collected 2026-08-19 07:35 UTC); finding states may have changed since - see the live counts and
the Findings tab.

A Current states - 7 open - 7 in progress - 5 resolved - 1 risk-accepted (of 20).

The SAP BTP landscape shows a manageable but uneven platform health profile. Connectivity has no evidenced findings in the supplied dataset, which is positive
within the assessment scope, and the FinOps picture is clear rather than broadly dispersed: Cloud Foundry Runtime is the dominant consumption driver at 736 units,
representing 99% of monthly total consumption. However, governance, security, and I1AM findings show several recurring control gaps across the three subaccounts
that should be addressed to improve resilience, reduce exposure, and strengthen operational discipline.

The highest-risk area is security. All three environments have the default Identity Provider sap.default active, reported as high severity, making identity trust
configuration the most systemic concern. Destination configuration also requires attention: linko-mail in Lynxmind Al USeS BasicAuthentication and is reported as
high severity, while several destinations in the Joule subaccounts are reported without authentication. These weaknesses should be treated as the primary
remediation focus because they directly affect authentication and access pathways.

% Linko Governance & Control for SAP BTP®



Don’t you know where to start with your SAP BTP® governance?

Just ask Linko to create a remediation plan for you.

| — I % Linko Governance & Control for SAP BTP® Global account  Global Account L v Run = 2026-08-19 07:35 - score 90 - a251eade v & (*) Run New Assessment (7]
2
<+ New Conversation ¢ Grounded in run a25leade53ec - 2026-08-19 07:35 UTC i Export v [’} Clear
@ ACTIVE 1/20
, o Ask Linko anything about your BTP landscape...
- o Give me a remediation plan 0
 just now
e @ Linke @
A& Remediation Plan for Lynxmind SAP BTP .
‘ Q Priority 1 — High-risk security and 1AM fixes
Priority Finding Scope Action
p1 SEC-004 Default Identity F 4 h s Disable sap.default trust and enforce corporate IAS / IdP login only. Validate
Subaccoun
Provider active emergency admin access before disabling.
) SEC-001 o o . :
, o Replace linko-mail destination authentication with OAuth2 Client Credentials, JWT 1-2
P1 BasicAuthentication . , L
. Bearer, or Principal Propagation. Rotate the current password/secret after migration. weeks

a destination

B1 IAM-002 Too many Lynx- Reduce admin users from 6 to =5, ideally to 2-3 named platform admins. Move
e administrators Joule-5 others to viewer/operator/custom roles.

Priority 2 — Access cleanup

Finding
IAM-001 Ghost
LUSErs

IAM-001 Ghost
users

IAM-001 Ghost
\ Users

Scope
Lynxmind Al

Lynx-Joule-for-
Business

Lynx-Joule-Studio

Action

Review and remove

Review and remove

Review the never-logged-in
if applicable.

% Linko Governance & Control for SAP BTP®

if not required.

if not required.

entry. There may be duplicate user records; consolidate



Built with

native SAP BTP® technology

Single-tenant - read-only - 100% SAP BTP

HTTPS

Consultant / user
Fiori Ul - 5§50

f""—
m BTP - customer subaccount

read-only boundary

|
|
I
I
4 I
Cloud Foundry runtime :
I
- I
|
LynxAl backend - FastAPI .
internal route only — not publicly reachable :
s ™ N I
Collectors Rules engine Score + drift :
read-only - GET findings health 0-100 I
A AN I
|
R '
{EAD-ONLY 1
[l AppRouter [JWT LLM agents Scheduler Reports |
Fiori Ul - /api analysts + chat weekly + watches PDF export :
L R AN i
e ] I
: secrets sealed at rest (Fernet) - JWT verify - audit trail : :
1 ]
M e e e e e e e e = e e e e e e = e = e = e e = e = = = = - I
|
\_ J :
] XSUAA :
OAuth2 - JWT - SSO :
|
I
I
I
~ I
g 7 f \ :
I
|
|
4 ™ :
SAP BTP platform :Aices J \
[[] SAPAICore [1 SAP HANA Cloud ] Notifier
M vy
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-

£ BTP assessed - global account

read-only (GET) - LynxAl never writes

Cloud Connector
on-prem inventory (manual)

— O O G G G S e e e

i N
[1 CIS - cloud management
accounts - subaccounts - entitlements
A
~ ~
[] UAS - usage data
cost - credits - consumption
Y A
s ~
] 1AS - identity (SCIM)
global-account members
Y &
. ~
[] XSUAA apiaccess
users - roles - trust - per subaccount
o A
e A
[[] Destination service
destinations - TLS [ auth
Y "




Two ways to use it.

Run it continuously in your own BTP or ask us for a one-off report.
Same engine, different commitment.

— RIS \

SUBSCRIFTION - UNLIMITED FAY PER REFORT
BTP Operations Platform Ad-hoc Technical Report
Deploy Linko in your own BTP. Continuous control over governance and We run it from our platform and email you the full PDF. Mo tool access
security. needed.
+  Runs inside your own BTP +  We run it for you
+  Unlimited assessments & scheduling +  Full PDF report emailed
+  Findings tracking & drift over time + |deal for audits & ME&A
+ The Al agent, always on v Point-in-time snapshot
+  For continuous governance & security +  No deployment required
. y

% Linko Governance & Control for SAP BTP®



Linko SAP Joule SAP MCP for BTP

Joule answers, SAP MCP executes - only Linko improves governance: assess, score, prioritize, remediation plans.

BEST FOR BTP GOVERNANCE

SAP JOULE SAP MCP

(2 LINKO

for BTP admin

4 A
Governance V' Structured, automated assessments with a X U X Executes admin actions on command - no

maturity score and findings tracker v . assessment, score or findings

\_ /

4 A

Security V' Identifies security risks and gives remediation X Not supported - points to SAP docs or paid X Can change security settings on request, but

JERK services detects no risks (read-write by design)

\_ /

4 )

v Actionable, down to subaccounts & services: X Not a cost tool - wraps admin APIs (accounts,

Cost visibility v/ Strong cost analysis at the global-account level

cost anomalies, prod vs non-prod, service inventory entitlements, provisioning, authorizations)
\_ /
4 A
Monitoring V. Continuous and automated - alwavs up to date X Query-based, on demand - you have to ask each X On-demand tool calls only - no continuous
v el time monitoring or history
\_ _/
4 A
v/ Hands-free admin automation - create
Best for v/ Teams that want a single tool to find AND fix v/ Quick cost questions and general BTP Q&A inside cUbaccounts. assien entitlements - from an Al
governance / security / cost issues SAP's own ecosystem ol ’ 5

\_ /




Yol | .
g%; Linko

and discover how

to take back control of your SAP BTP- platform.
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